PRIVACY POLICY
AND PERSONAL DATA PROCESSING POLICY (version dated 10.06.2026)

1. General Provisions

1.1. This Privacy and Personal Data Processing Policy (the "Policy") sets out the procedure

and terms for processing personal data of users of the Operator's website on which this

Policy is posted (the "Site").

1.2. The personal data operator is LIMITED LIABILITY COMPANY "BRAND AND PARTNERS"

(abbreviated name: LLC "BBP"), OGRN 1097746604207, INN 7707712277, address: 4/17

Pokrovsky Boulevard, Bldg. 1, Moscow, 101000, email address for personal data enquiries:

info@bbpartners.ru (the "Operator").

1.3. This Policy applies to personal data received by the Operator through the Site, feedback

forms, email, telephone, messengers and other communication channels indicated on the

Site.

1.4. This Policy has been developed in accordance with Federal Law No. 152-FZ dated 27

July 2006 "On Personal Data" and other applicable acts of the Russian Federation.

1.5. The Operator does not process special categories of personal data or biometric personal

data through the Site, unless otherwise expressly agreed with the personal data subject in a

separate document.

1.6. Key terms used in this Policy

For the purposes of this Policy, the following terms shall apply:

» Automated processing of personal data - processing of personal data by means of
computer technology.

= Blocking of personal data - temporary suspension of personal data processing, except
where processing is necessary to clarify personal data.

= Personal data information system - a set of personal data contained in databases, and
information technologies and technical means ensuring the processing of such personal
data.

= Depersonalization of personal data - actions as a result of which it becomes impossible,
without using additional information, to determine whether personal data belong to a
specific personal data subject.

= Processing of personal data - any action (operation) or set of actions performed with or
without automation tools, including collection, recording, systematization, accumulation,
storage, clarification, retrieval, use, transfer, depersonalization, blocking, deletion and
destruction.

= Provision of personal data - actions aimed at disclosing personal data to a specific
person or a specific group of persons.

= Dissemination of personal data - actions aimed at disclosing personal data to an
indefinite group of persons.

= Destruction of personal data - actions as a result of which it becomes impossible to
restore the content of personal data, including the destruction of tangible media.

2. Categories of Personal Data Subjects

Through the Site, the Operator may process personal data of the following categories of
subjects:

= visitors to the Site - persons who access the Site and use its functionality;
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= enquirers - persons who have submitted an enquiry through a form on the Site, by
email, telephone, messenger or any other communication method indicated on the Site;

= subscribers - persons who have subscribed to the Operator's information materials, if
such functionality is available on the Site;

= event participants - persons who have registered for the Operator's events, if such
functionality is available on the Site.

3. Purposes of Processing, Data Composition and Processing Periods

The Operator processes personal data only for specific, predetermined and lawful purposes.
The composition of the data processed depends on the Site function used and the scope of
data provided by the personal data subject.

Processing purpose Personal data Legal grounds Personal data processing period
Providing the User with * surname, * charter Until the personal data subject
access to services, name and (constituent) withdraws consent to processing or
information and/or materials | patronymic documents of the until the processing purpose is
available on the website  email address | Operator achieved (for example, until expiry

* telephone * contracts of the account/contract). If
numbers concluded between | compliance with Russian legal
* year, month, | the operator and requirements (tax, accounting,
date and place | the personal data employment) is necessary, for at
of birth subject least 5 years from the date on which
the relationship ends.
Ensuring operation of the * [P address * charter Until the user withdraws consent to
website and its technical * browser and | (constituent) processing, but no longer than 1
support (including collection | device data documents of the year from the date of the user’s last
of visit statistics and error * information Operator interaction with the website. When
analysis) on the time of | * user consent to Yandex.Metrica is used, retention
website visit the use of cookie periods are determined by Yandex’s
files and analytics | policy, but do not exceed 1 year.
services
(Yandex.Metrica)
Sending informational letters | » email address | * consent of the Until the personal data subject
(newsletters, promotions, * surname, personal data withdraws consent to receive the
advertising materials) name and subject expressed mailing. If the mailing is
patronymic (if | by subscribing to discontinued, the data are processed
available) the mailing list for no more than 3 months for
archival storage and record-keeping
purposes.
Processing of personal data » demographic | ¢ charter Until the personal data subject
for marketing research and data (constituent) withdraws consent to processing. If
analysis of user behavior * data on documents of the processing is discontinued, the data
preferences and | Operator are destroyed within 30 days.
interests * consent of the
* website personal data
interaction subject
history
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4. Actions with Personal Data and Methods of Processing

4.1. The Operator may perform the following actions with personal data: collection,
recording, systematization, accumulation, storage, clarification, updating, modification,
retrieval, use, transfer, provision, access, depersonalization, blocking, deletion and
destruction.

4.2. Personal data may be processed with or without the use of automation tools.

4.3. The Operator does not make decisions that produce legal consequences for the
personal data subject or otherwise affect their rights and legitimate interests solely on the
basis of automated processing of personal data.

5. Cookies and Technical Data

5.1. The Site may use technical cookies and similar technologies required for the proper
operation of the Site, ensuring its security, storing user settings and displaying pages.

5.2. Metric and analytical tools may also be used on the Site to assess traffic and improve
the operation of the Site. In such case, the user's technical data may be processed,
including IP address, browser and device information, actions on the Site, cookie identifiers
and other similar information.

5.3. The user may restrict or disable cookies in the browser settings. This may affect the
operation of certain Site functions.

6. Transfer of Personal Data to Third Parties

6.1. The Operator does not disseminate personal data and does not grant access to personal
data to an unlimited group of persons without the separate consent of the personal data
subject, unless otherwise provided by law.

6.2. The Operator may entrust the processing of personal data to third parties or grant
them access to personal data to the extent necessary for the operation of the Site and
achievement of the processing purposes. Such persons may include hosting providers, Site
administrators, providers of email services, CRM systems, analytics services, event
registration services and other technical contractors.

6.3. When engaging third parties, the Operator takes the necessary measures to ensure the
confidentiality and security of personal data and limits processing to the purposes specified
in this Policy.

6.4. The Operator may transfer personal data to state authorities, courts and other
authorized persons in the cases and in the manner provided for by the laws of the Russian
Federation.

7. Cross-Border Transfer and Localization

7.1. The Operator does not carry out cross-border transfer of personal data received
through the Site, except where such transfer is necessary for the use of certain technical
services, communication with the personal data subject or achievement of other processing
purposes specified in this Policy.

7.2. When carrying out cross-border transfer of personal data, the Operator complies with
the requirements of the laws of the Russian Federation.

7.3. When collecting personal data of citizens of the Russian Federation through the Site,
the Operator ensures that such personal data are recorded, systematized, accumulated,
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stored, clarified and retrieved using databases located in the territory of the Russian
Federation, in cases where this is required by the laws of the Russian Federation.

8. Measures for Personal Data Protection

The Operator takes the necessary legal, organizational and technical measures to protect
personal data against unlawful or accidental access, destruction, modification, blocking,
copying, provision, dissemination and other unlawful actions. Such measures include, in
particular:

Legal measures:

= development of local regulations establishing requirements and procedures for personal
data processing;

= refusal to use any processing methods that do not comply with legal requirements.

Organizational measures:

= appointment of a person responsible for organizing personal data processing and a
person responsible for ensuring security in personal data information systems;

» restriction of the number of employees having access to personal data and organization
of a permit-based access system;

= familiarization of employees directly engaged in processing with the provisions of
legislation and local regulations;

= regulation of processing procedures;

= organization of accounting for tangible media containing personal data and their storage
in @ manner preventing theft, substitution, unauthorized copying and destruction;

= restriction of access by unauthorized persons to premises where work with personal data
is carried out.

Technical measures:

= use of information security tools that have passed conformity assessment to neutralize
current threats;

= assessment of the effectiveness of the measures taken;

= implementation of a permit-based system for employee access to personal data in the
personal data information system;

= detection of malicious software (antivirus protection);

= monitoring of intrusions into the information system that violate security requirements;

= periodic monitoring of the actions of employees involved in processing and investigations
into violations.

The specific set of measures is determined by the Operator taking into account the nature
and scope of the personal data processed, the infrastructure used and the requirements of
the laws of the Russian Federation.

9. Rights of the Personal Data Subject

The personal data subject has the right to:

9.1. Receive from the Operator information concerning the processing of their personal
data, including:
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= confirmation of the fact of processing;

»= legal grounds and purposes of processing;

= methods of processing;

= scope and list of processed data, and the source from which they were obtained;
»= processing periods;

= information on the person processing personal data on behalf of the Operator.

9.2. Require clarification, blocking or destruction of personal data if they are incomplete,
outdated, inaccurate, unlawfully obtained or unnecessary for the declared processing
purpose, and take measures provided by law to protect their rights.

9.3. Withdraw the consent given for personal data processing at any time. However, in
cases expressly provided by law, the Operator may continue processing even after consent
has been withdrawn.

9.4. Require termination of unlawful processing of personal data.

9.5. Appeal against actions or omissions of the Operator to the authorized body for the
protection of the rights of personal data subjects (Roskomnadzor) or to a court.

9.6. To exercise their rights, the personal data subject may send a request to the Operator
by email at info@bbpartners.ru or by post to: 4/17 Pokrovsky Boulevard, Bldg. 1, Moscow,
101000.

9.7. The personal data subject is responsible for the lawfulness of provision, relevance and
accuracy of the personal data provided. It is recommended to notify the Operator promptly
of any changes to their data.

10. Withdrawal of Consent and Deletion of Personal Data

10.1. The personal data subject may withdraw consent to personal data processing by
sending a notice to the Operator at the email address: info@bbpartners.ru.

10.2. After receiving the withdrawal of consent, the Operator ceases processing the relevant
personal data and destroys them within the period provided by the laws of the Russian
Federation, unless there are other lawful grounds for continuing processing.

10.3. If personal data are required by the Operator for the performance of obligations
provided by law, protection of the rights and legitimate interests of the Operator or
performance of a contract with the personal data subject, processing may continue within
the limits and for the period necessary for such purposes.

10.3. If unlawful processing of personal data carried out by the Operator is identified, the
Operator shall cease such processing within no more than 5 (five) business days from the
date of identification. If it is impossible to ensure the lawfulness of processing, the Operator
shall destroy such data within no more than 10 (ten) business days from the date of
identification. The Operator shall notify the personal data subject of the elimination of the
violations or of the destruction of the personal data.

10.4. When the purpose of personal data processing is achieved, the Operator ceases
processing and destroys the data within the period established by law.

11. Obligations of the Operator

For the purposes of exercising the rights of personal data subjects, the Operator shall:

= provide, at the subject's request, information on personal data processing to the extent
provided by the laws of the Russian Federation;
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= comply with other obligations established by personal data protection legislation;

= take measures aimed at fulfilling the obligations provided by law, including ensuring the
security of personal data during processing;

= satisfy justified requests of the subject or provide the requested information free of
charge.

12. Amendment of the Policy

The Operator may amend this Policy. The current version of the Policy is posted on the Site.
A new version of the Policy applies from the moment it is posted on the Site, unless
otherwise specified in the new version.

13. Operator's Contacts

For matters related to personal data processing, the personal data subject may contact the
Operator:

= by email: info@bbpartners.ru;

= by post to: 4/17 Pokrovsky Boulevard, Bldg. 1, Moscow, 101000;

= by any other method indicated on the Site.
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